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Description of the Challenge

From Thursday 20088-20 to Saturday 20098-29




Description of the Challenge
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Preparations

DownloadingWireshark

Makingsure the following work:
A Hex editor

A Notepad

A Wikipedia

A Alarm clock

A Brains



Phase 1

From Saturday 20098-29 to Thursday 20099-03




Phase 1

71 t209-challenge.pcap - Wireshark
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3 152.168.195 TCP 53214 > nethios-ssn [SY©

4 2009-08-18 00:44:07.836083 192.168.195.130 152.168.199,.132 TCP nethios-ssn > 53214 [Syt

5 2009-08-18 00:44:07.836256 192.168.195.132 152.168.195.130 TGEN 53214 > nethios-ssn [ACE
| 6 2009-08-18 00:44:07,. 856,05 192,168,199, 15/ 192.168,.199,1350 NBSS NESS COontinuation Messac

F 2009-08-18 00:44:07. 85088, 192, 168,199,150 192.168,.199,132 TCP netnios-ssn > 23214 [ACH
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2009-08-18

10 2009-08-18 00:44

:07. 838054

EREE

192.

132

192.168.199.130

NESS CoOnTinuation MESS%

53214 > netbios-ssn |ACH

195 TCP 53214 > nethios-ssn [FIt
11 2009-08-18 00:44:07.877031 152.168.199.130 192.168.1599.132 TCP nethios-ssn > 53214 [ACH
12 2009-08-18 00:44:13,993158 192.168.199.132 192.168.199.130 TCP 53215 > netbios-ssn [SY!
13 2009-08-18 00:44:13.993360 192.168.199.130 1592.168.199.132 TCP netbios-ssn > 53215 [Syi
14 2009-08-18 00:44:13.893536 162.168.1589,132 152.168.199.130 TCP 33215 > ngggios—ssn [ACH
I 15 2009-08-18 00:44:13.993999 192.168.199.132 192.168.199.130 NESS NBSS Continuation Messac
16 2009-08-18 00:44:73.894167 162.168.199.130 152.168.109,1352 TCP netbios-ssn > 53215 |ACH
l 17 2009-08-18 00:44:13.994553 162.168.199.150 162.168.199.132 NESS NESS Continuation Messar
18 2009-08-18 00:44:135.994469 152.168.199,132 152.168.199.130 TCP 53215 > NELhi105-55Nn LACH
19 2009-08-18 00:44:14. 004836 192.168.199.132 152.168.199.130 TCP 53215 > nethios-ssn [FIt
20 2009-08-18 00:44:14.037245 162.168.199.130 152.168.199,132 TCP nethios-ssn > 53215 [ACH
A I
# Frame 1 (54 bytes on wire, 54 bytes captured)
0000 00 0C 29 89 be bt 00 0c 29 dd 40 8b 08 00 45 00 ) O Vi@, o E
0010 00 28 9a 6b 00 00 40 01 d0 11 cO a8 c7 84 cO a8 Cokaa@s Jooaaaas
0020 ¢7 82 0d 00 5Se da 44 70 00 00 04 ab 4b 0a 00 00 .. A Dp K

0030 00 00 00 00 00 00







