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T2 Challenge Flow Diagram
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TCPDUMP PACKET
CAPTURE

1. TIMESTAMP PACKET

2- NETBIOS PACKETS?




Source Destination rotocol|Info

192, : .130 . 168. : Timestamp reply
192.168.199.132 .168.199. 53214 > netbios-ssn [SYN]
192.168.199.130 168, 5 netbios-ssn > 53214 [SYN,
192.168.199.132 192.168. . 53214 > netbios-ssn [ACK]
192,168, 199. 132 . 168, ; NBSS Continuation Message
192.168.199. 130 .168. .132 netbios-ssn > 53214 [ACK]
192.168.199.130 .168, : NBSS Continuation Message
192.168.199. 132 192.168. .13 53214 > netbios-ssn [ACK]
192.168.199.132 192.168. I 53214 > netbios-ssn [FIN,
192.168.199. 130 192.168. netbios-ssn > 53214 [ACK]
.181000  192.168.199.132 192.168. i 53215 > netbios-ssn [SYN]
181202  192.168.199.130 192.168. i netbios-ssn > 53215 [SYN.
e e 2
(54 bytes on wire, 54 bytes captured)
I, Src: Vmware_dd:40:8b (00:0c:29:dd:40:8b), Dst: Vmware_89:be:bf (00:0c:29:89:be:bf)
Protocol, Src: 192.168.199.132 (192.168.199.132), Dst: 192.168.199.130 (192.168.199.130)
Control Message Protocol

89 be bf 00 6¢c 29 dd 46 8b 08 G0 45 00
6b 00 00 40 01 d@ 11 cO a8 c7 84 c¢0 a8
00 S5e da 44 70 0G0 GG G4 ab 4b 0a 060 00
00 00 00

ptdeb:/home/user /b

prdeb:/home/user/bfff ./test -f t©209-challenge.pcap -d 20000000
[+] Packet number:

0204 05b4 040z 0804 001a 0000 0000

0103 03042

[+] Packet munber:

0204 0Sb4 0101 0402 D103

[+] Packet nwder: 2

[+] Packet nunber:

0100 0009 4563 6B86f 2054

[+] Packetr nurber:

[+] Packet nwdber: 5

f0100 0009 bh0O41 faD9 bclf

Packet nunber: 6

Packet nunbear:

Packet nurder:

Packet number:

0204 0Sb4 0402 080a D01a H3a7 0000 0000

0103 0304

[+] Packet mwuber: 10

0204 05b4 0101 0402 0103

[+] Packet nuwber: 11
[+] Packet nwher: 12

§0200 0009 4563 686f 2054 6573 .Echo Test
[+] Packet nunber: 13

[+] Packet nuber: 14

(0200 0166 dS0Z h246 bcob £89%e 3ba7

2fch aeSe 7d0c 04£8 753d ae7 aa%9

dh16 9534 2924 £96a 8954 9369 10d9




SHOW ME THAT ANNOYING ALGORITHM

22192.168.299.132 - PuTTY
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DAMN, | IMAGINED
SOMETHING MORE
COMPLEX....




NOW LET'S BRUTE FORCE PACKET
NUMBER 5,
I WANNA MOVE ON TO LEVEL 2-

ptdeb:/home/user/bLf
prdeb: /hone/ user/bLf
ptdeb: /homn=/usec/bf#
pedeb: /home/user/bEf
ptdeb: /hom=/user/bf§
ptdeb:/home/user/biff
prdeb: /hone/user/bIF
ptdeh:/hore/usac/bi#
pedeh: /hone/usec/bEf
ptdeb: /hom=/usec/bf#
ptdeb:/ home/user/bL#
prdeb:/hone/user/biF
ptdeb:/hone/usec/bff ./cast
Usage: ./test [options] ~I peap-file
-f Filename

Seconds to start wich

List packets in pcap Zile

Packet to brute force

3Jtring to cheeck rfoxr i decrypred
i Varbose output
i ~h HYhat mould that be?
pedeb: /home/user/bif ./cest -f r209-challenge.peap -d 20000000
[+] Feollowing packet will be used.
0100 0009 H041 2al% bhelf 0x2d a¢

t che right packet abort now
20B842485"

thies = nnt
CALS A5 1O
- ’

Fey Found:

Echo '.'.::,!r,:f;]

pedeb:/hone/user/bLf
ptdeb:/home=/usec/bf#
ycdeb:/home/userxbfﬁ ﬂ




22192 168199132 - PuTTY
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nodename :
version:

machine:

domainn:
Backdoor Mot

Backdoor

DL Image Location:

ptdeb:/home/ user

i/ home/ user
ptdeb:/home/user

ptdeb:/home/uzer

Activate:

« o YTP

Ja

o..%.LWA

LJw3

iD.

RN (4T Y« g »

seleceRecneSans

§..%L"

right packet abort now.

485!

Connect
TCP [HMagic Ke
http://wow.t2.

NICE LET'S
DOWNLOAD THE
IMAGE -




THE IMAGE

1. CONTROL DAEMON

2- BACKDooR




ACTITIVATING THE CONTROL DAEMON

.199.130

2009-09-24 00:30 B3T

tion performed.

IP address

:/hom
1/ hom
:/hor

ing Nwap
tin

hown C ¥

ER 1 VERSION

open 3s3h rophear sshd 0.51 2.0)
p open  ne

ldress: 00:0C: : :BF (VHware)

incorrect results ’ /map . org/ submit/

econds




LET'S CONNECT TO IT AS WE KNOow
NOW THE KEY GENERATION ALGORITHM

ptdeb:/home/ user#
he Juserff
stptdeb:/home/userd
home/userf
frZelient -t2
Linux'
2« D

machine:
domainname :
Backdoor Hode: Connect back shell'
Backdoor Activate: TCP [Magic Key + in Pavload'

DL Image Location: ‘hotp:// 2.fi/ch/chl. . tar. gz

‘home/user#

JtZelient -t3 -h 192.168.1992.130 -d 'Echo Test'
GIF89a#i 7 #

WHAT'S THIS BINARY
DATA... GIF?!




LET'S CHECK THIS DATA

IT IS REALLY

A PICTURE...
0O O

X 35

QRWERTY:CHALLENGE USER$

QWERTY:CHALLENGE USER$ FILE CHALLENGE.GIF
CHALLENGE.GIF: GIF IMAGE DATA, VERSION 894, 256

username: T2_3dm

password: 6293dcdebd0313310d21d4be 23003058l

leenr$% e

tcp magic; T2CHALLENGERQCKS

WAIT | REMEMBER READING
SOMETHING

LET'S CRACK THE HASH

BACKDOOR MODE:
'CONNECT BACK SHELL'
BACKDOOR ACTIVATE:
'TeP MAGIC KEY IN
PAYLOAD'

FDG2OW# JOUN —-
FORMAT=RAW-MDS5 PWD_T
LOADED 1 PASSWORD HASH
(RAW MD5 [RAW-MD5])
TZDEF (roOT)
GUESSES: 1 TIME:
0:00:00:03 (3) C/S:
2287 TRYING: T2DEF
FDGzZOWH




LET'S CONNECT TO THE BACKDOOR

I

prdeb:

[+]
[+]
[+]
[+]

Partial Email-Hash:

BusyBox
Enter

/hin/sh:

‘help' for a list of built-

come to the w00t wiot ]=-

= LEA PN RSN
odename: 'Openlirt’
'#2 Fri

domainnar

333bhd9£dLS5dE8309!
Module: '/lib/modules/2.6.25.20/chl09.ko’

vi.1l1l.2 (2009-09-04 11:07:30 BST) built-in shell

in conmmands.

can't access tty; Jjob control turned

WERE CONNECTED!




LOCAL ACCESS

1- HIDDEN FILES

2- PRIVILEGE
ESCALATION




BACKDOOR HELP MENU

bdhelp
ROOtkit Help Menu

- Buildin Commands
hdhelp ] J
hfil 113 mmand wi disable; able hidden files

File hiding is deacti
Search for files with chl09 in filename |-
find /

*h 109
/ /chl09/hiddenchl09file.txt
/etc/modules.d/90-chl02
chl09
0

ecs/ 9/ hiddenchl09file.

open '/lib/coniig /chl09/hiddenchl02file. txt

Permission




gid=12175(

e CHE% ¥

wrong ;)

(Invalid argument)

e(l, "-=[

Ja

"Now you should oot something went wrong

« -1 ENCENT (No st




192.168.195.132-PuTTY

maini{vo

oUW WO WD
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Privilege Es

1 should be root or

BusyBox 1.11.2

Enter 'help' for

Jtmp
Jtmp £ id
uid=0(rooc

femp #

} gid=0(roo

ftmp #
/tmp 8
/emp #

cmp ff

np

/tmp

som2thing

ob

11:07:
built-in

went wrong

30 BST) buil

conpands .

control

C-1in

orxr




File hiding is deactivated ]=- IDID IT’ |
REALLY SOLVED

Search for files with chl09 in filename ]=- IT!

nmodule
cont

0913
/chl09/hiddenchl09file.

You mana th the challer
The emai write to
1. NDS

KDS 3 A S in the pic

KDS hash in den ioc binary
mdS [1][2][3] *~ [hash](@t2.fi
Thanks for play
ftup

come to the T2 lkm shell w00t w00t )=~

domainy
Partial Emall-Ha
Module:

username: T2 _adm
password: 6293dcdabd0d13510d21debea30305 8

twp magic: T2CHALLENGEROCKS

0408 16810408
Oc4bh0a08 1£4p0ads 00000000 00000000
! 0408

00000000




HI T, T SOLVED IT!
LET'S 6O PARTY WITH
&IN + TONIC

AND HE HAPPILY HACKED
EVER AFTER---




Conclusion

= There are several approaches possible
= You’re allowed to reverse the Ilkm now ©

= | had a lot of fun!




Questions?




